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Abstract—GitHub is one of the largest open-source software
(OSS) communities for software development and collaboration.
Impersonation in the OSS communities refers to the malicious
act of assuming another user’s identity, often aiming to gain
unauthorized access to code, manipulate project outcomes, or
spread misinformation. With several recent real-world attacks
resulting from impersonation, this issue is becoming more and
more concerning within the OSS community. We present the
first exploration of the impact of impersonation in GitHub.
Specifically, we conduct structured interviews with 17 real-world
OSS contributors about their perception of impersonation and
corresponding mitigations.

Our study reveals that, in general, GitHub users lack aware-
ness of impersonation and underestimate the severity of its
implications. After witnessing a demo of impersonation, they
show significant concern for the OSS community. Meanwhile,
we also demonstrate that the current best practices (i.e., commit
signing) that might mitigate impersonation must be improved
to encourage use and adoption. We also present and discuss
participant perceptions of potential ways to mitigate GitHub
impersonation.

We collect a dataset comprising 12.5 million commits to
investigate the current status of impersonation. Interestingly, we
find out that currently impersonation cannot be easily detected.
We observe that existing commit histories treat impersonation
behavior identically to pull request events, resulting in a lack of
detection methods for impersonation.

Index Terms—QOpen-Source Software, Impersonation

I. INTRODUCTION

Over the past years, GitHub has evolved to become more
than just a platform for open-source software (OSS) devel-
opment but also a social ecosystem that democratizes the
field, enabling contributions from diverse backgrounds and
skill levels [[1]. In particular, GitHub has a dramatic impact
on software development, education, and social networking
among developers [2], [3]. It is also a social platform for OSS
developers to communicate and share knowledge, as well as
develop their social profiles [4]]—[6].

GitHub adopts a flexible approach to commits as a natural
consequence of emphasizing collaboration. Since it is based
on git, users can freely change their commit email, allowing
developers to commit not limited to a single account [7].
However, this flexibility also presents challenges related to
identity issues within the community. With just one git com-
mand, a developer can assume anyone’s identity to make

commits. This commit mechanism can lead to unexpected
malicious behaviors. As illustrated in Figure [T} an attacker
(“Eve”) can configure her email to pretend to be a credible
developer, enabling them to introduce malicious code into
projects. We refer to such behavior as impersonation. It is
difficult to determine who is pushing the code in a commit
under impersonation.

Real-world attacks have exploited impersonation in GitHub
in very recent years. A newly-emerged supply chain at-
tack used impersonation to compromise GitHub reposito-
ries [8] in 2022. More alarmingly, a North Korean group
has implemented malware by creating repositories relating
to blockchain, cryptocurrency, and online gambling in 2023.
These repositories involve the impersonation of reputable
developers committing to them [9]]. In turn, victim users are
deceived into downloading the malicious software associated
(in the form of malicious npm packages in the case of [9]).
With the growing security and privacy threats posed by imper-
sonation, very little work has explored warning GitHub users
about the risks associated with impersonation [10].

Existing research on OSS security focuses on issues like
API leakage and metadata manipulation, overlooking the im-
personation issue [11]-[15]. Though features, like commit
signing, could potentially mitigate impersonation, they may
not be widely used nor practical enough for wide acceptance.
Impersonation is a natural consequence of the git architecture,
and indeed GitHub already has policies forbidding imper-
sonation [16]. However, we still lack an understanding of
how impersonation influences developers in OSS communities,
especially on GitHub. We present the first evaluation of devel-
opers’ perception and awareness of impersonation and explore
potential mitigation strategies for this issue. We investigate (1)
the awareness of impersonation among GitHub users, (2) the
level of concern among developers regarding impersonation,
(3) the widespread acceptance of official practices (e.g., com-
mit signing), (4) strategies to mitigate impersonation from the
perception of GitHub users, and (5) the feasibility of detecting
impersonation.

In our study, we conducted semi-structured interviews with
17 GitHub contributors. We reveal that the majority of par-
ticipants were unaware of impersonation and underestimated
its severity until encountering examples of impersonation.



Fig. 2. A motivating example showing impersonation of a legitimate user.

Fig. 1. The gure illustrates an impersonation scenario on GitHub. The . .
attacker Eve aims to introduce malicious code into a repository; she cdfNger de”@ In F'Q”d]-' we assume an attacker, Eve, intends

pretend to be a credible developer “Bob” by con guring her commit email tdo introduce malicious code to a repository by impersonating

match Bob's. The tactic causes Eve's potentially malicious commits to appggfa identity of a credible developer, Bob
as though they were created by Bob, in turn gaining trust from individuals in . . ' ) . .
a victim repository. In Figure[2, we illustrate the process of impersonation.

Initially, Eve nds Bob's commit history in GitHub and
We also collected data encompassing 12.5 million commiigcates the email associated with his account. Then, Eve uses
from which we measured that 56% of the commits did n@ke git commandjit config --global user.email
use commit signing. Furthermore, we investigate the reasqpgb's email] to set her git identity as Bob's. Eve can
why developers do not adopt commit signing. Even thougheate a fork of the target repository and use the regular push
impersonation is a concern for participants, we also discovergghmand to push commits to her fork. Similar to the right
that there is currently no singularly effective method to identifyjge of Figurd P, the displayed author of the malicious code
impersonation behavior within GitHub commit history, primaris now Bob, even though Eve is the actual contributor of the
ily due to the similarity that manifests between pull requestgde. In this paper, we show participants this process in a

and impersonation in git commits. structured interview.
In summary, our study is the rst to investigate GitHub im-
personation both from the perspective of developers and data I1l. RELATED WORK
accessible from GitHub. Speci cally, we make the following
contributions: This section rst discusses software vulnerabilities in open-

1) We conduct the rst study to investigate impersonatioﬁource software (OSS) and how patches can introduce serious

on GitHub. In interviews with GitHub users, participants\,IUIne.rab.IIItIeS in OSS projects. Next_, we f_ocus on existing
ploitation of OSS security issues, including metadata vul-

expressed heightened concern regarding impersonation’ bilii d \v chain attacks. Finall ntrod
2) We also assess the usage patterns of existing best p faotities and supply chain attacks. Fnaily, we iniroduce
the issue of impersonation and user identi cation problems

tices for mitigating impersonation (i.e., commit signing). n GitHub
3) We illustrate the participants' perceptions regarding tHe uo.
impact that impersonation can have on GitHub and

explore potential mitigation strategies based on their Software Vulnerability in OSS
own experiences. Several existing studies focus on vulnerabilities introduced
4) We made the rst attempt to uncover the possibility angy patches in commits. According to research investigating
challenge to detect the impersonation and also provigginerability-introducing commits on GitHub, less experi-
guidance for future work. enced developers are 1.8 to 24 times more likely to contribute
The remainder of this paper is organized as follows: Secti@nvulnerable patch compared to experienced developers [17].
2 presents a motivating example, Section 3 analyzes relafs@ditionally, over 40% of vulnerabilities are introduced by
work, Section 4 describes our research questions, empirifgW contributors to a repository, a substantially higher rate
methods design, and impersonation detection attempt, Secfidan that of original contributors [18].
5 presents the results, Section 6 discusses the implicationdyloreover, some commits intentionally introduce malicious
Section 7 discusses limitations, and Section 8 concludes figle. For instance, hypocrite commits appear to x minor
paper. We share the interview script and answers from partigsues, while serious vulnerabilities are in fact introduced [19].

ipants of this stucﬂ Presently, there are recurring attacks targeting open-source
software (OSS) projects aimed at compromising the entire
Il. MOTIVATING EXAMPLE: DOPPELGANGERDEMO supply chain[[20]. The objective of such attacks is to plant

) ) ) malicious code into open-source projects, which can then be
We demonstrate how impersonation can be implementeddiecuted within downstream projects' contexts.

GitHub and can cause security issues through the Doppel-

2The word doppelgnger is German for “double walker;” it commonly
Ihttps://github.com/zyueek/ICSE28ithuk refers to a person who is almost identical to another.


https://github.com/zyueek/ICSE25_github

As the in uence of the OSS community grows, vulnerabilityof the user, is determined by the con gurations set by the user
commits have a greater impact than ever before. Impersan-their local Git environment. To identify the authorship of
ation, as an internal issue within Git mechanisms, will becono®de changes (commits) in Open-source repositories, existing
increasingly important in the future. work [30] has found that within around 38 million author IDs,

o there are around 14.8 million IDs to have an alias, which
B. Exploitation in OSS belong to 5.4 million different developers, with the median

Much of society's critical infrastructure and the ability tonumber of aliases being 2 per developer.
innovate depends on the health of OSS [21]. However, security IV. STUDY DESIGN
issues are prevalent in OSS, comprising approximately 3% of '
all issues [22]. More speci cally related to our work, security- Our study comprises two stages to investigate the impact of
related discussions account for approximately 10% of all di§npersonation on GitHub: (1) intervention interview and (2)
cussions on GitHub [23]. Exploitations of GitHub commonlympersonation detection attempt. Our study seeks to answer
fall into two main categoriesnfrastructure Vulnerabilitiesand  the following research questions:

Supply Chain Attacks RQ1: To what extent are GitHub developers aware of and

Infrastructure Vulnerabilitiesincludes issues like buffer concerned about impersonation? How does their percep-
over ows, SQL injections, cross-site scripting (XSS), meta-  tion change before and after witnessing the Doppelganger
data manipulation, and remote code execution vulnerabilities demo?
launched against GitHub itself. Morton et al. [24] explored RQ2: How widely is the current general practice (i.e.
code-related risks, including buffer over ows and SQL injec-  commit signing) accepted and used among developers?
tions. In addition, a defense scheme that mitigates metadata RQ3: To what extent can we detect the potential imper-
manipulation attacks is proposed by maintaining a crypto- sonation on GitHub?
graphically signed log of relevant developer actions [15]. RQ4: How can GitHub users be safeguarded against

Supply Chain Attackiclude malicious code inserted into impersonation based on user perception?
open-source components, which then gets propagatgd when, o rvention Interview
other software depends on these components. For instance ] ) . .
Ohm et al. [25] focus on supply chain issues, especially theFollowing best practices in the HCI literature, we con-
risks tied to malicious code insertion. In addition, AlexopouloQUct structured interviews with 17 participants to assess their

et al. [26] raised concerns that the openness of 0SS migifareness and perception of the severity and impact of imper-
amplify these issues. Sonation on GltHub.. We Q|scuss the r.ecru!tment, part|0|pant

Despite these main categories discussed above, a redgffodraphics, and interview process in this subsection [31].
study [27] has provided a review of threat modeling techniquel® refer to this as the “intervention interview” because we
tailored for OSS, which offers more insights into categorizinif]hOW participants a demonstranor? of GltHgb impersonation
security issues in OSS. However, there is a lack of reseaf@id then interview them about their perceptions.

exploring how human developers interact with (or are deceived?) Data Collection and RecruitmentWe use GitHub's
within) within OSS contexts. REST API to collect user and their commit information from

GitHub [32]. First, we queried the GitHub API using randomly
C. Impersonation issues in OSS generated two-letter strings (e.g., "ae') to retrieve lists of

Many OSS security issues are related to identity manag&Positories ranked by star count in descending order [33]

ment and cryptography [22]. Git itself also provides som@nd retrieve the 1,000 most starred repositories for each two-

identity authentication features. One important instance I%tter string [34]. From 10 batches ‘?f such randpm ;earches,
commit signing[28]. we compiled the most-starred projects, resulting in 9,810

However, with a service like GitHub, the server createslé[‘iq“e repositories after removing duplicates. We gathered the

commit object it cannot sign on behalf of the user, as it laciEmmit history of each repogitory between July 1st, 2022,
the cryptographic key material needed for the signature. #5d September 1st, 2022 [34]Subsequently, we extract

improve this, le-git-imate [29] provides security guaranteesthe contributor list for these repositories and retrieve all

compatible with Git's standard commit signing mechanisnil® commits made by each contributor during the speci ed
eframe [36]. To gather information about each contributor,

which can defend against high-impact attacks on web-badd , . . e .
Git repositories. Another mechanispush certi cates intro- we use the contributor event API, which provides insights into

duced in version 2.2.0 of Git, allows a user to digitally sigltr'eir bghaVior and activit!es within the repository [37].

the reference that points to a pushed object. However, pysiidditionally, the repository commit API allows us to col-

certi cates are designed for out-of-band auditing. As a resulECt comprehensive data on every commit made within the

push certi cates are rarely used in practice. repository [38]. From the contributor API, we obtain each
Despite the importance and challenge of identity authefitributors email address [39], [40]. We reviewed the col-

tication using Git, GitHub allows developers to pretend tCted repositories to identify users employing multiple or

use aliases for the commlts. Ir? Git, the |dent|ty mformatlon 3GitHub's API is both rate limited [35] and precludes automatically
attached to each commit, including the name and email addrgasering larger amounts of data about each repository.



Fig. 3. A diagram showing our Interview design

unassociated emails (compared to their public GitHub useere required to be over 18 years of age and express comfort
email) in unveri ed commits, resulting in 373 users. Then, wan communicating in English. Participants were briefed on the
emailed 373 contributors and nally recruited 17 participantstudy's context and purpose. We offer a $20 Amazon gift
with a response rate of 4.6%. card as a participant incentfeThe interview format follows
2) Participant DemographicsThe demographic informa- widely used intervention-based studies [41], which we lever-
tion is detailed in Table I, labeled P1 through P17. Participarage to understand how participants perceive impersonation on
include 12 males and 5 females. The participants' codirgitHub.
experience ranges from beginners with less than one year ta) Interview Design:As depicted in Figure 3, our interview
developers with over ve years of experience. The GitHubonsisted of three steps. First, we asked participants a series
usage frequency varies signi cantly among participants -ef questions before the demo, including their reasons for using
6 out of the 17 participants use GitHub nearly every dagitHub, their concerns regarding privacy and security issues,
Geographically, the participants primarily contributed from thgheir awareness of impersonation, and their level of concern
United States, China, and Canada. regarding impersonation, without revealing our demo. We also
Moreover, we also grouped our participants based on theie a 10-point Likert scale to gauge their degree of concern
experience and their background for further analysis on indegarding impersonation [42].
vidual differences in this study. Speci cally, we rst consider Next, we presented participants with the Doppelganger
participants' prior experience in open-source: Demo as an intervention. Interviewers share the screen during

Novice group The group includes participants with lesghe demo, showing the git commands used during imperson-
than three years of OSS experience. (P1, P2, P3, P4, Rion. If a participant is willing to engage actively in this
P6, P7, P8, P10, P11, P12, and P16) process, we request their email address solely to demonstrate
Expert group: The group includes participants with morémpersonation within the context of our study. Then, similar
than three years of OSS experience and use GitHub evépythe process outlined in Section Il, participants will navigate
week. (P9, P13, P14, and P15) through the entire impersonation process, and the interviewers
Then, we also consider the participants' occupations: !mpe.rson.ate thelr. |dent|_ty. Flnally, part|C|p_ants observe the_lr
Non-ind Th includ . identity displayed in the interviewer's repository as the commit
ﬁn-m ustry grolg_p. . ehgroup includes part'?'%amsauthor, even though the interviewer wrote and pushed the code.
who are not working In the computer science industry; participants are unwilling to provide us with their GitHub
(P4, P7, P13, P14, P15, and P16) - email, we will only demonstrate the impersonation process and
Industry group : The group includes participants who arey il not impersonate them
working in the computer science industry. (P1, P2, P3, P5, ' . .
After the demo, we asked participants to reassess their level
P6, P8, P9, P10, P11, and P12) . L .
) ) _ ~of concern to determine again if there was a shift. We also
P17 has previously worked at GitHub and is familiajyquired about the perceived in uence of impersonation on
with the impersonation process, and provided very insightfefitHub and elicited suggestions from participants on how
opinions for the study from an internal view (i.e., as developers can safeguard themselves.
GitHub employee). Due to P17's extensive knowledge of OSS5) Qualitative and Quantitative analysis in interview data:

|mper3(|)r:j§1t|on, we ;wll not mclt::ie hl_s_perspectlves l'n_th%/e transcribed the interview conversations into text using
general discussion but present his opinions separately in { ﬁd-party software and conducted inductive thematic analysis

discussion section instead. . _ over multiple phrases [43].
3) Protocol: We conducted and recorded these interviews

remotely via Zoom, ranging from 25 to 40 minutes per partici- 1) First, we remove any irrelevant_information, ller W(_)rds,
pant. Three of the authors conducted the interviews. Before the  OF repetitions that do not contribute to the analysis.
interview, all participants signed an informed consent form and

completed a demographic survey through email. ParticipantsThis study is approved by the IRB 231741 from Vanderbilt University



TABLE |
DEMOGRAPHIC INFORMATION OF THE PARTICIPANTS

ID Sex Education (Completed or Ongoing)  Coding Exp OSS Exp Github Usage Occupation Location
P1 Male PhD or higher 3-5 years 1-3 years Almost Every day CS or related eld student us

P2 Male Master's Degree 1-3 years 1-3 years 2-3 times a week CS or related eld student us

P3 Male Master's Degree 5 years or more  1-3 years 2-3 times a month  CS or related eld student China
P4 Male Bachelor's Degree 1-3 years 1-3 years 2-3 times a week Software Developer/Engineer US

P5 Male PhD or higher 3-5 years 1-3 years 2-3 times a week CS or related eld student us

P6 Female  PhD or higher 3-5 years 1-3 years 2-3 times a week CS or related eld student China
P7 Female  PhD or higher 3-5 years 1-3 years Almost Every day  Machine Learning Engineer China
P8 Female Master's Degree 3-5 years Below 1 year 2-3 times a month  CS or related eld student us

P9 Male PhD or higher 5 years or more 5 years or more  Almost Every day CS or related eld student us

P10 Male PhD or higher 5 years or more  3-5 years 2-3 times a month  CS or related eld student us

P11 Female Bachelor's Degree 3-5 years 1-3 years 2-3 times a month  CS or related eld student us

P12 Male Master's Degree 3-5 years 1-3 years 2-3 times a month  CS or related eld student us

P13 Male Bachelor's Degree 5 years or more  3-5 years Almost Every day  Software Developer/Engineer US

P14 Female Master's Degree 5 years or more 5 years or more 2-3 times a week Software Developer/Engineer  Canad
P15 Male Bachelor's Degree 5 years or more 5 years or more  2-3 times a week Software Developer/Engineer  US
P16 Male Master's Degree 5 years or more  Below 1 year Almost Every day  Machine Learning Engineer us

P17* Male Bachelor's Degree 3-5 years 1-3 years Almost Every day  Software Developer/Engineer  Germany

2) Next, we generate code responses to speci ¢ questiamser commit histories, we examine the users responsible for
or thematic segments that emerge during the interviewhese commits. By identifying these users, we collect their
3) Subsequently, we assign codes or labels to differesitire commit history during the previously discussed period
segments based on their content. (Section IV-Al). We presume that these users are more likely
4) Finally, we organized the code into meaningful theme® make additional impersonation commits due to their past
The theoretical saturation was reached at the 13th participdA¥olvement. Consequently, a user is expected to have multiple
The nal codebook in our analysis is available in the artifacgommit email addresses, as they intentionally disguise their
link. For the quantitative data obtained from the Likert scaléentity by altering the commit email in their con guration.
in measuring the level of concern towards impersonatioHowever, we note this is not always the case and may result in
we conducted a t-test to determine whether there wasfadse positives as many users legitimately use several different
signi cant difference before and after participants viewed th@mail addresses.

Doppel er Demo.
ppeiganger m V. RESULTS

B. Impersonation Detection Attempt In this section, we present the ndings derived from inter-

In this section, we outline our attempt to detect impersoniews and the analysis of GitHub data to address our research
ation commits and users. The process includes two key stegigestions.
(1) Crosscheck for impersonation commits, and (2) identiiX )
GitHub users engaged in impersonation. . To what extent are GltHub developers aware of apd
1) Crosscheck for impersonation commituring the pro- concerned about |mpersonat|on? How does their perception
cess of impersonating a committer, it becomes challengiﬁlgange before and after witnessing the Doppelganger demo?
to identify the actual contributor behind a commit directIy( Q1)
This is because we cannot reliably determine the true autholUunder RQ1, the rst subquestion focuses on the current
of a commit. On the commit page, GitHub displays thkvel of awareness and concerns among GitHub developers re-
impersonated user as the commit user and even providegaading impersonation (i.e., before they learn about it from our
user link to their prole, providing a very convincing view demo). The second subquestion assesses their level of concern
that the impersonated victim did in fact create the commifter they learn how easily impersonation can occur. Together,
Similarly, the impersonated user is shown as the login authibese two subquestions offer a comprehensive discussion of
in the API. participants' views as their understanding of impersonation
The true identity of the committer remains undiscloseevolves.
in impersonation. However, the commits only occur in the 1) The perceived security and privacy issues on GitHub:
commit history of the real user and not the displayed us@efore presenting the Doppelganger Demo, we initially in-
Therefore, to address this issue, we collect the commit histaqyired about the security and privacy issues participants are
of the repository along with the user's commit history iraware of on GitHub. At the start of the interview, it became
Section IV-Al. By cross-checking these two sets of datayident that all participants had been involved in collaborative
it becomes possible to identify commits that exist in thprojects. Signi cantly, all contributors expressed happiness
repository history but are not re ected in the displayed usand excitement upon having their commits accepted by open-
history. source projects. They believe their contributions can help more
2) ldentify GitHub users engaging in impersonatioifter developers and eagerly anticipate having their names listed in
identifying the commits by crosschecking the repository arid uential projects.



TABLE Il
PRIVACY AND SECURITY CONCERNS ONGITHUB

Theme Description Representative Example Participant

No concern The participants have no pri-I don't see any potential risk in using P3, P5, P8, P14, P15
vacy or security concerns be- the GitHub. (P3)
cause GitHub is the most
renowned open-source project
community.

Public key leakage The participants are worriedSometimes, you don't even know wherP2, P4, P7, P11, P16,
about the leakage of sensitive your code will have maybe your APl P17
information, such as specic key. (P2)

API keys, when they release
their code to the public.

Personal email leakage The participants are concernéchave a several email address. AndP9, P13
that their personal email so | will divide into personal or just
addresses may be exposedsomething for work or for research. |
through the GitHub API's think it's actually okay for me if | use
commit history. this email address on my GitHub, it

means that is it just for my research or
for my work. (P9)

Personal accounts stolen  The participants are concernidt really, cause | haven't saw someP1, P6
about the possibility of their account was like still stolen by other
accounts being stolen by oth- people. (P6)
ers.

Project content leakage The participants are concernéid|'m currently working on a project P10, P12
that when they work on and that project hasn't yet been

GitHub  with  unreleased published, I'l probably maintain the
projects, their code might be project into a private mode just in case
leaked. others could see it. (P10)

Surprisingly, none of the participants was aware of this particular, acknowledged the potential for email leakage
impersonation issue before we brought it to their attentiand took proactive measures by creating a dedicated email
(excluding P17). P1 believes it is secure after safeguardisgeci cally for GitHub use.

_the|r passwords. He opts for a one-time login using SSH 2) Comparing the degree of concern about impersonation
|n§tead of HTTPS' allowmg them to renew the pa_sswor@efore and after the Doppelganger demfs discussed above,
W'th ea_ch session. He believes th|§ practice makes it nea\y\% investigate participants' awareness of security issues as
impossible for attackers to steal their accounts. well as impersonation. Then, treating the Doppelganger Demo
When | use GitHub, | usually am logged in, in the in Section Il as an intervention, we sought to understand
command line, or | usually use SSH whenever it's their reactions to the demo and their overall perception of
possible. So there's a command that you can runimpersonation. As described in Section IV-A4, we employ a
to basically check that you're logged in. And that Likert scale to gauge participants' level of concern regarding
whenever | cloned repositories, | use the SSH option impersonation before and after we showed them the Doppel-
instead of the HTTPS. option. But | don't really know ganger Demo. We use a scale of 1 to 10, where 10 re ects
anything about how someone could impersonate mythe highest level of concern and 1 indicates little concern. In
GitHub account unless they had my password or if Figure 4, we illustrate their degree of concern, we observe that,
they had my phone as well, because | actually haveexcept for P14, all participants showed an increase in concern
the one-time password con gured. (P1) following the demo. The average level of concern increased

from 3.9to 7.3 and the median value rose frd@io 7.25 With

Instead, participants did express other security concerns 8ftest, we found t =-4.24 < 0:001, indicating a signi cant
Table II, we categorized the concerns of the participants intifference in concern levels before and after the intervention.
ve distinct categories: Public Key Leakage, Personal Email Interestingly, this difference also varies based on the par-
Leakage, Personal Accounts Stolen, Project Content Leakatigpants' experiences as shown in Figure 5. The novice and
and No Concern. 5 participants did not perceive any securlBxpert groups showed a similar degree of concern before the
issues existing in GitHub. Given GitHub's standing as théemo (4.1 vs. 3.3), but the Novice group was more worried
most in uential open-source community, they have con dencafter the demo (7.9 vs. 5.5). The difference in concern levels
that the platform is comprehensively secured. Among tlweas more pronounced between industry and non-industry
remaining 11 participants who express security concerns participants. The average concern level of the industry group
GitHub, 6 are apprehensive about the possible public kelysfore the demo i2.67, compared tat.6 for the non-industry
leakage (e.g., API keys) when releasing code to the pujroup. After the demo, the average concern levels increase
lic. Additionally, 2 participants expressed individual concern® 6.08 for the industry group an@®.05 for the non-industry
about project content leakage (P10, P12), personal accogrdup. Though the concern level comparison did not survive
theft (P1, P6), and personal email leakage (P9, P13). R®e statistical testp(= 0:06), industry professionals generally




Fig. 5. The comparison between the degree of concern before and after

the Doppelganger Demo for industry and non-industry participants. (t=-1.96,

p = 0:06)

on GitHub, although they may not perceive it as highly severe.
Fig. 4.I The distributionh ofdtr;e Qegree of rcloncer(r;_ befgre and fafter the The concern for impersonation after demoAfter showing
B e e o conts oo s o (-4 il Doppelganger demo to guide participants through the
p < 0:001). entire impersonation process, we inquire about their attitudes
exhibit lower concern towards impersonation. This might b@wards impersonation again. Participants' attitudes underwent
because of the stricter identity veri cation processes in the signi cant shift after witnessing our impersonation demo.
industry and the prevalence of proprietary code libraries in participants who initially considered impersonation as
large companies, reducing reliance on GitHub, while nomncommon or only relevant to in uential developers (P2,
industry individuals face higher risks of impersonation due4, P5, P6, P7, P8, P11) now perceive impersonation as
to less stringent identity veri cation requirements. more harmful than they had initially expected.

Concern for impersonation before the Doppelganger  From the participant's view after the Doppelganger demo,
Demo. Among all participants, 6 expressed the belief thato participants viewed impersonation as a signi cant issue due
impersonation is uncommon, unlikely to occur, and not @ its ease of reproduction, requiring only 3—4 git commands
signi cant concern for them (P1, P3, P9, P11, P12, P14pmiliar to every developer. Participants even expressed suspi-
Their rationale for this perspective is rooted in the belief thafon about whether we used additional tools in the demonstra-
faking an identity would require a considerable investment gbn (P9). Additionally, participants emphasized that attackers
resources or time, making it an impractical pursuit for th@o not even need to know one's password and impersonation
average user. Additionally, they believe that in uential userss unexpectedly easy.
in particular, typically bene t from robust protection measures ajso, 4 participants expressed shock after witnessing the
for their GitHub accounts. Interestingly, 3 other participani§emo, emphasizing their surprise that individuals could even
agree that the user identity leak only affects in uential desccess the link to the displayed author (P2, P9, P13, P16). Fur-
velopers compared to the normal one (P2, P4, P7). Thigyrmore, 2 participants suggested that the entire Git system
perceive identity leaks among normal users as unlikely t0 yielfhod be enhanced to prevent the occurrence of impersonation
signi cant risks. Given that normal users typically have fewefpy ps). Finally, 2 participants expressed confusion regarding
contributions to fundamental projects, even if someone were existence of a serious vulnerability on GitHub, questioning
impersonate them, the potential for causing substantial harmv\)'ﬁy the identity of every user would be entirely public (P,
considered minimal. One participant has claimed if it is eagy14).
to pretend to be other the Github is an unsafe OIO('m'sourcqzurthermore, the participants also shared with us their

communllltyb(PfG). q ) ‘ .. __opinions about how impersonation could in uence the GitHub
Overall, before our demonstration, 12 out of 16 participanis,mmnity. Table 11l presents the themes and representative

Expf:essed a gertain level gf cor;]cern about fimpersopgtione)&mples from the interview results. 5 participants perceive
igher proportion compared to the 11 out of 16 participanfs,,ersonation aposing risks to the reliability and safety

who acknowledged security issues on GitHub. Among thesg, o entire platform. They believe impersonation introduces

3 participants believed that impersonation primarily affec allenges for the system to accurately identify commit con-

in uential developers, while another 4 thought it had the pGgp, yions, which forms the foundation of the open-source

tential to diminish the reputation of all users. O.ne participa Bmmunity. At times, developers can unfairly add other people
even .expressed. t.he belief that every prolect IS upsafe. Ti€the contributor list by using their email, which is not fair
majority of participants promptly view impersonation as & genuine contributors:

security concern upon acknowledging its potential existence



TABLE Il
THE INFLUENCE TOGITHUB WITH INTERVIEWEE'S OPINION

Theme Description Representative Example Participant
Open-Source-Software Educa- For students, someone might They have your email and that thing will be this wholeP2
tion Integrity submit low-quality code using thing will be true. They can just easily pretend to be you

the names of those they dislike and I'll post some random s***. So tandom trash up
to sabotage their performanceto the code. (P2)
on the project.
Reduced trust in collaboration = The misuse of GitHub identit think it's also like you showed it can be misusedP1, P8, P10, P11,
ties causes developers to doubtwhere someone could push out a bunch of commits ©13, P14
the suggestions and code con-different repositories, but it's not actually the commits
tributions of their collabora- that they're, they're associated with a different identity
tors. than the person that's making the commit. So | think
there's an opportunity to basically make a coder look
bad by pushing bad code using their email. Or you can
basically have someone take credit for work that you've
done.(P1)
Risky reliability and safety The entire GitHub platform It might affect the integrity of commit attribution and P6, P8, P9, P10,
will be affected because it's make it challenging to accurately identify and verify P16
now dif cult to determine the computers.Potentially impacting collaboration and reli-
true author of the commit. ability of the platform. (P8)
User Sabotage For developers, someone could my workthey can pretend to be me and publish a P7
submit low-quality work using very bad code on company repaand to make me, like,
another person's identity to di- maybe have a bad code quality and they have some of
minish their credit in the work- fake news about me like I did badly by showing such fake
place. information and it's fake in history(P7)
Project Sabotage The attackers can impersonatehink since impersonation may be misused by some like2, P3, P4, P12,
a main contributor of an open- will like your will that attackers that they may pretend P15
source project and submit mal- to be you and commit something that you don't want
ware, which may be easily ac- to happen to.Some open source project if it is critical
cepted. like fundamental component or belief system or other
fundamental systems and if you were believed to be the
programmer and have committed something, probably
you will have trouble of it. So yeabh, this de nitely involves
more potential security issueg?4)

Collaborator contributes to this repository and use via GitHub to the professor. If someone can impersonate others
others, like account, which means others' names will and intentionally submit a code of poor quality, the student
also be a list of the contributors, but they actually being impersonated may receive a lower grade. Typically,
didn't do anything for this repository. So | don't think  students use their school email as their associated email on
it's very like it's been fair to the contributor itself.  GitHub, making impersonation even easier. Furthermore, one
(P6) participant is concerned about the impact of impersonation
in the industry. In some teams, the quality of code is used
5 participants expressed concern abprgject sabotage to assess a developer's performance. If someone maliciously
where attackers could submit pull requests with malicious coiepersonates others and publishes low-quality code, their
to an open-source project by posing as a senior contributperformance evaluation could be unfairly downgraded.
Typically, project owners tend to place more trust in developersAccording to the participants' perspectives, impersonation
they already know and may not thoroughly review the cod&s a diverse range of impacts on GitHub. It diminishes
contributions. If an attacker successfully impersonates suchhe reliability of the entire platform and hampers collabo-
trusted person, there is a higher likelihood that malicious codation between developers. Furthermore, both students and
could be accepted and merged into the project. Participadtvelopers can be adversely affected by the malicious act of
also believe that it could make the entire community lesgipersonating and submitting low-quality code.
active.

likely to reduce trust in collaboration within the open- | impersonation before the interview. The majority 0

easily impersonate others, determining the true originator of apemo: however, their concern levels increased after walk-
commit becomes challenging, which undermines the trust|injng through the impersonation process.

the collaborative process. There is a risk associated with usjng
a credible developer's identity to submit vulnerable code to a

=

repository. B. How widely is the current general practice (i.e. commit
A participant highlights that impersonation could potentiall§igning) accepted and used among developers? (RQ2)
create issues in their school projectaigaer sabotageln com- In this section, we investigate participants' perspectives on

puter science courses, certain assignments require submisgi@ttices like commit signing to verify the user identity asso-
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