
The Heartbleed Bug and Attack



Background: the Heartbeat Protocol

• TLS/SSL protocols provide a secure channel between two 
communicating applications

• TLS/SSL is widely used
• Heartbeat extension: implement keep-alive feature of TLS.
• Heartbleed bug is an implementation flaw in TLS/SSL heartbeat 

extension.



How Response Packet is Constructed

Problem: how 
much is copied 
depends on the 
value contained 
in the payload 
length field.

What if this 
value is larger 
than the actual 
payload size? 



Launch the Attack

Attack results: 
Some data from 
the server’s 
memory also got 
copied into the 
response packet, 
which will be 
sent out



Launch the Heartbleed Attack

• 0x0016 (22) is placed 
in the length field. 
Which exactly 
matches with the 
actual length of the 
payload.

• We play with this 
length field to 
perform our attack 
in the next slide



Launch the Heartbleed Attack

We got 
some 

secret from 
the server



Fixing the Heartbleed Bug

• Simply update your system’s OpenSSL library. The following 
two commands can be used for it:

• The following code shows how the OpenSSL library is fixed



Summary

• Heartbeat protocol
• The flaw in the heartbeat protocol
• Heartbleed bug
• How to launch the attack


