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WHAT	IS		

BITCOIN 

Bitcoin	is	a	form	of	digital	currency,	created	and	held	electronically.	No	one	
controls	it.	Bitcoins	aren’t	printed,	like	dollars	or	euros	–	they’re	produced	by	
people,	and	increasingly	businesses,	running	computers	all	around	the	world,	
using	soGware	that	solves	mathema)cal	problems.	
 

It’s	the	first	example	of	a	growing	category	of	money	known	as	
cryptocurrency. 

 



The	
characteris5cs	
of	Bitcoin 

Person	to	Person 
Send	bitcoin	from	your	computer,	tablet,	smart	phone	or	other	
device,	to	anyone,	anywhere	in	the	world,	day	or	night. 

EASY 

SECURE 
Strong	cryptography 

Bitcoin	verifies	transac)ons	with	the	same	state-of-the-art		
encryp)on	used	in	banking,	military	and	government		
applica)ons. 

OPEN 
Fully	decentralized 

Bitcoin	is	open-source.	Nobody	owns	it;	the	most	popular	client	
is	maintained	by	a	community	of	open-source	developers	. 

FAIR 
Minimal	Fees 

Using	the	Bitcoin	network	is	free,	except	for	a	voluntary	fee	you	
can	use	to	speed	up	transac)on	processing. 



Who	
	created	it? 

A	soGware	developer	called	Satoshi	Nakamoto	proposed	bitcoin,	which	was	

an	electronic	payment	system	based	on	mathema)cal	proof.	The	idea	was	to	

produce	a	currency	independent	of	any	central	authority,	transferable	

electronically,	more	or	less	instantly,	with	very	low	transac)on	fees. 
 



Who	

	prints	it? 

No	one.	This	currency	isn’t	physically	printed	by	a	central	bank.		Some	argue	
central	banks	are	unaccountable	to	the	popula)on		and	can	simply	produce	
more	money	to	cover	the	na)onal	debt,	thus	devaluing	their	currency.	
 
Instead,	bitcoin	is	created	digitally,	by	a	community	of	people	anyone	can	join.	
Bitcoins	are	‘mined’,	using	compu)ng	power	in	a	distributed	network. 
This	network	also	processes	transac)ons	made	with	the	virtual	currency,	
effec)vely	making	bitcoin	its	own	payment	network. 





Security	in	Bitcoin 
•  Authen)ca)on	

– Am	I	paying	the	right	person?	Not	some	other	
impersonator?		

•  Integrity	
–  Is	the	coin	double-spent?		
–  Can	an	aVacker	reverse	or	change	transac)ons?	

•  Availability	
–  Can	I	make	a	transac)on	any)me	I	want?	

•  Confiden)ality	
– Are	my	transac)ons	private?	Anonymous?		



Security	in	Bitcoin 
•  Authen)ca)on	à	Public	Key	Crypto:	Digital	Signatures	

–  Am	I	paying	the	right	person?	Not	some	other	
impersonator?		

•  Integrity	à		Digital	Signatures	and	Cryptographic	Hash	
–  Is	the	coin	double-spent?		
–  Can	an	aVacker	reverse	or	change	transac)ons?	

•  Availabilityà		Broadcast	messages	to	the	P2P	network	
–  Can	I	make	a	transac)on	any)me	I	want?	

•  Confiden)alityà		Pseudonymity	
–  Are	my	transac)ons	private?	Anonymous?		



Public	Key	Crypto:	Encryp)on 

•  Key	pair:	public	key	and	private	key 



Public	Key	Crypto:	Encryp)on 

•  Key	pair:	public	key	and	private	key 



Public	Key	Crypto:	Digital	Signature 
•  First,	create	a	message	digest	using	a	cryptographic	hash	
•  Then,	encrypt	the	message	digest	with	your	private	key 

Authen)ca)on 
Integrity	 
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Cryptographic	Hash	Func)ons	

•  Consistent:	hash(X)	always	yields	same	
result	

•  One-way:	given	Y,	hard	to	find	X	s.t.	hash(X)	
=	Y		

•  Collision	resistant:	given	hash(W)	=	Z,	
hard	to	find	X	such	that	hash(X)	=	Z		
	

Hash Fn Message of arbitrary length 
Fixed Size  

Hash 



Back	to	BitCoin 
•  Valida)on	

–  Is	the	coin	legit?	(proof-of-work)	à	Use	of	
Cryptographic	Hashes	

– How	do	you	prevent	a	coin	from	double-spending?	à	
Broadcast	to	all	nodes	

•  Crea)on	of	a	virtual	coin/note	
– How	is	it	created	in	the	first	place?	à	Provide	
incen)ves	for	miners	

– How	do	you	prevent	infla)on?	(What	prevents	
anyone	from	crea)ng	lots	of	coins?)	à	Limit	the	
crea)on	rate	of	the	BitCoins	



Preven)ng	Double-spending 

•  The	only	way	is	to	be	aware	of	all	transac)ons.	
•  Each	node	(miner)	verifies	that	this	is	the	first	
spending	of	the	Bitcoin	by	the	payer.	

•  Only	when	it	is	verified	it	generates	the	proof-
of-work	and	aVach	it	to	the	current	chain.	 



Bitcoin	Network 
•  Each	P2P	node	runs	the	following	algorithm:	

–  New	transac)ons	are	broadcast	to	all	nodes.	
–  Each	node	(miners)	collects	new	transac)ons	into	a	block.	
–  Each	node	works	on	finding	a	proof-of-work	for	its	block.	(Hard	
to	do.	Probabilis)c.	The	one	to	finish	early	will	probably	win.)	

–  When	a	node	finds	a	proof-of-work,	it	broadcasts	the	block	to	
all	nodes.	

–  Nodes	accept	the	block	only	if	all	transac)ons	in	it	are	valid	
(digital	signature	checking)	and	not	already	spent	(check	all	the	
transac)ons).	

–  Nodes	express	their	acceptance	by	working	on	crea)ng	the	next	
block	in	the	chain,	using	the	hash	of	the	accepted	block	as	the	
previous	hash.		



Prac)cal	Limita)on 

•  At	least	10	mins	to	verify	a	transac)on.		
– Agree	to	pay	
– Wait	for	one	block	(10	mins)	for	the	transac)on	to	
go	through.	

– But,	for	a	large	transac)on	($$$)	wait	longer.	
Because	if	you	wait	longer	it	becomes	more	
secure.	For	large	$$$,	you	wait	for	six	blocks	(1	
hour).	


