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® Some use

® First implementation lacked any means of security
@









(f ®* Not that feasible... you recorded a lock signal (not an unlock)
O



®* Manchester Encoding or Pulse-width Encoding
Y ® Bitrate: 1-20 kilobits/second






Start _
Preamble _ Payload Checksum
pattern

Figure 3: General packet structure of a rolling code.
Gray background indicates that the part is either
encrypted or authenticated.
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1\\; PRELIMINARY ANALYSIS OF RKE

®* Message Authentication:

® Payload Layout:
® Unique ldentifier (UID)
® Rolling Counter Value

® Button Pressed

Implicit authentication: The complete payload
(or part of it) is symmetrically encrypted. The re-
ceiver then decrypts the packet, and checks if the

content is valid, i.e., if the UID is known to the
vehicle and the counter is in its validity window. Ex-
amples for this approach can be found in Section 3.

Explicit authentication: Some form of Message
Authentication Code (MAC) is computed over the

data payload and then appended to the packet. An
example of this approach is the Hitag2 scheme de-
scribed in Section 4.




® Utilized personal vehicles fo :
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1\\; CASE STUDY 1 — VW GROUP ATTACKS

®* Analyzed 7 schemes, 4 of which are discussed:

VW-1: The oldest system, used in model years un-
til approximately 2005. The remote control trans-
mits On-Off-Keying (OOK) modulated signals at
433.92 MHz, using pulse-width coding at a bitrate
of 0.667 kBit/s,

VW-3: Employed for models from approxim-
ately 2006 onwards, using a frequency of 434.4 MHz
and Manchester encoding at a bitrate of 1.667 kBit/s.
The packet format differs considerably from VW-2.

VW-2: Used from approximately 2004 onwards.
The operating frequency is 434.4 MHz using OOK
(same as for VW-3 and VW-4), transmitting
Manchester-encoded data at a bitrate of 1 kBit/s,

VW-4: The most recent scheme we analyzed, found
in vehicles between approximately 2009 and 2016.
The system shares frequency, encoding, and packet
format with VW-3, but uses a different encryption
algorithm (see below).
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* The buttc

®* Modified Replay Attacks! (Ir

btn

32 56 b9
Figure 6: Packet structure of a rolling code for
VW-1. Gray background indicates that the part is
obfuscated or holds the LE'SR state. The start pulse
/O is not shown.
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1\\; CASE STUDY 1 — VW GROUP ATTACKS

®* VW-2, VW-3 Schemes:

®* Preamble
* 8-byte encrypted payload

® Button Pressed

0 24 56 80 88

95

Figure 7: Packet structure of a rolling code for

VW-2-4. Gray background indicates that the part
is encrypted. Note that the fixed start pattern is
shorter for VW-2.
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1\\; CASE STUDY 1 — VW GROUP ATTACKS

®* VW-2, VW-3 Schemes:

Preamble

8-byte encrypted payload

Button Pressed

AUT64 Encryption — Round-cipher
91.55 bit key size

GLOBAL MASTER KEY is REUSED
...ACROSS EVERY VEHICLE

0 24 56 80 88

95

Figure 7: Packet structure of a rolling code for

VW-2-4. Gray background indicates that the part
is encrypted. Note that the fixed start pattern is
shorter for VW-2.



ap | aq | a2 ae | a7

Figure 8: One round ¢ of the AUT64 block cipher
as used in VW-2 and VW-3. ag,...,a7 is the 8-
byte state of the cipher, g (ao, ... ,a7, key;) the round
function.
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® Acces:

( ®* Nearly 20 years worth of Volkswagen vehicles vulnerable
@










® Researche
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* Feedback pol right of LSFR
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Deﬂll‘ltl()[l 4.1 The feedback function L: F3® — Fy Definition 4.4 Given a key k= ko... kg7 € ]F%B,
is defined by L(zo...247) 1= 2o @2 D3 OT6 D27 O an identifier id = idy...ids; € Iﬁ'gz, a counter ctr =

Ty D x16 B T22 P X023 B T26 D T30 D T4y B Tao D xy3 B . .
wis@:;j?. we s e ARl L e s ctru...ctrgyelﬁ'%g:, a button identifier btng...btng €

| ]F‘% and keystream ks = ksq...kss) € IF‘%E, we let the

The filter function f consists of three different cir- initialization vector iv € F32 be defined as
© cuits fg, f, and f., which output one bit each. The . 2
iv = ctr||btn.

circuits f, and f; are employed more than once, us-

ing a total of twenty input bits from the LFSR. Their Furthermore, the internal state of the cipher at time
resulting bits are used as input for f.. The circuits i iS  i= Qj...0Q4744 € ]F%S. Here the a; € Fy are
given by

a; ;= id; Vi e :0,3].: (1)

are represented by three Boolean tables that contain
the resulting bit for each input.

Definition 4.2 (Filter function) The filter func- T N .
tion f: F3® — Fy is defined by ag2yi = ki Vi e [0,15] (2)

f(fi!?n ---11747) — fn(fa,(irziﬂaiﬂs,ﬁ?ﬁ},fh($g$12$14$15), AAR i «— k15+.i 45! %"UI' (D f(&,‘, - 'ﬂ-g’+47) VE & 0,31 (3)

So(z17221023226), 1 (22820731 233), agoyi := L(as2yi...a79.41) VieN . (4)

a (1340432440 46)), . .
whore fo .7 42f' _(} ];; :;d4;c ;46)5')—> B, are Furthermore, we define the keystream bit ks; € Fo by

fa(i) = (0xA630); ks;:= f(as2+i...a794i) Vie [0,31]. (5)
fo(@) = (0xA770); Note that the a;, «;, and ks; are formally functions
fe(t) = (0xD949CBBO);. of k, id, and iv. Instead of making this explicit by
Because  f(wo...xa7) ~— only — depends  on writing, e.g., a;(k,id,iv), we just write a; where k,

T9,T3,T5...T46 we shall define fo: ]F%O — o, _ _
writing f(zo...x47) as f20(T2,3,25. .. T16). id, and iv are clear from the context.
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Figure 10: Structure of the Hitag2 stream cipher, based on [35]
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1\\; CASE STUDY 2 — HITAG2 SYSTEM

®* Hitag2 Correlation Attack

1. The adversary first guesses a 16-bit window cor-

responding to LFSR stream bits asz...aq7. Ob-
serve that aso...aq7 = ko ... k15 and together with
the UID, this gives the adversary LFSR bits
ag...aq7, see Definition 4.4. Also note that
ag...aq7 is constant over all traces. The ad-

versary can now compute by = f(ag...a47).

. The adversary will then shift this 16-bit window

to the left of the LFSR, until bits asz...a47 are on
the very left of the LFSR. This is the point when
the cipher starts outputting ks, see Equation 5.

4

3. Next, the adversary will compute a correlation
score for this guess. The window determines 8
input bits z(...z7 to the filter function foy (see
Figure 10) while the remaining 12 inputs remain
unknown. This correlation is taken as the ratio of
those 212 input values xg...x19 that produce the

correct keystream bit (ksp). Furthermore, shift-
ing our window further to the left allows the ad-
versary to perform tests on multiple keystream
bits (ksq...ksi5). Although, with every bit shift,
the window becomes smaller as the leftmost bits
will fall outside the LFSR, meaning that more
input bits are unknown.




Definition 4.5 We define the single-bit correla-

tion score as:
#(b= f20(yo---y19))
2IFJ )

bit__score(zq...z, 1,b) =
where yo...Yn—1 =x0...Tn_1,1n < 20 (at the first
iteration of Step 3, n=8). We define the multiple-
bit correlation score as:
score(xg,kso) =bit__score(xo,kso)
score(xg...Tn—1,ks0...kSp—1) =
bit__score(xg...Tn—1,ksp—1) *
score(xqg...Tn—2,ks0...ksp_2)
for n < 20.



\\

Definition 4.5 We define the single-bit correla-

tion score as:
#(b= f20(%0---919))
219—-n
where Yo ... Yn—1 =2xg...Tn—1,n <20 (at the first
iteration of Step 3, n=8). We define the multiple-
bit correlation score as:
score(xg,kso) =bit__score(xo,kso)

bit__score(zq...z, 1,b) =

score(zq...Tn—1,ks0...kSp—1)=

bit__score(zg...Tn—1,ksn—1) *

score(xg...Tp_2,ksg...ks,_2)
for n < 20.

5. For each guess in the table, the adversary goes

back to Step (1) and proceeds as before, except
that she will now extend the window size by
one (to size 17,...,32), guessing the next LFSR
stream bit (a4s,...,a51). The bigger window al-
lows the adversary to test on an additional bit of
keystream, giving her more meaningful correla-
tion information each time. Special care needs to

4. The adversary will now sort all guesses according
to their score and store them in a table of fixed
size, discarding the guesses with lowest scores
when needed. Experiments show that a table of
size 400,000 guesses is usually sufficient.

be taken at Step (3) while scoring multiple traces,
since a8 = k161 Div; Dby (see Eq. 3) and the iv
will be different in each trace. This is not a prob-
lem since in the previous Step (1) we had com-
puted the corresponding keystream bit b;, and iv;
is sent in clear. Therefore key bits kig4; can be
computed for i € [0,31].




® |ssue does arise whe : B-MSBs of counter

(f ®* Not a big deal though. Counter MSBs can be predicted by model year of car
O









Regarding the vulnerabilities of VW Group systems,
we contacted VW Group first in November 2015.
We discussed our findings in a meeting with VW
Group and an affected sub-contractor in February
2016, before submitting the paper. VW Group re-
ceived a draft version of this paper and the final
version. VW Group acknowledged the vulnerabilit-
ies. As mentioned in the paper, we agreed to leave
out amongst others the following details: crypto-
¥ oraphic keys, part numbers of vulnerable ECUs, and
| the used programming devices and details about the
reverse-engineering process.

)t

For Hitag2, we notified NXP in January 2016.
NXP received a version of this paper before submis-
sion. We would like to mention that the fact that
Hitag2 is cryptographically broken has been pub-
licly known for several years and NXP has already
informed their customers back in 2012. We would
further like to highlight that for several years, NXP

offers newer, AES-based RKE ICs that are not af-
fected by the vulnerabilities described in this paper.
Furthermore, many car manufacturers have already
started using the more secure chips for new designs.







